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Overview

These release notes are designed to provide a technical overview of new
features and enhancements to ContentKeeper® Web Enterprise Version

123.10.
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These release notes apply to ContentKeeper® Web Enterprise Version
123.10 and include information on new features and enhancements between
Version 123.00 and Version 123.10.

To find product changes specific to a particular version refer to the version
index below.
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Version Index

The version index lists all of the changes to ContentKeeper that are
documented in these release notes in order of version with the most recent
version first.

A page number accompanying a change indicates a section of this document
that contains more detailed information about the change.

ContentKeeper Version 123.10

Custom/Local Categories — Page 6.
Protocols — Page 9.
Authenticate State Settings — Page 11.
PSU Policy Summary — Page 12.
View Temporarily Bypassed URLs — Page 13.
Time of Day Saved Configurations — Page 14.
URL Reclassification Settings — Page 14.
Custom URLs — Page 15.
Custom URL Extensions — Page 15.
File Types — Page 17.
Other Rules — Page 17.
Custom Policies — Page 19.
Workstation Authentication— Page 20.
eDirectory Username Resolution — Page 21.
LDAP/eDirectory User and Groups Setup — Page 21.
Master/Slave Administration — Page 21.
Staff Notification — Page 22.
Syslog Configuration — Page 25.
Web Interface Header — Page 26.
Time Zone — Page 26.
Excluded/Included IP Addresses — Page 27.
Miscellaneous Parameters — Page 27.
General enhancements have been made in the following areas of
ContentKeeper:
o0 NTP Synchronisation.
PSU Policy Blocking Rules.
Block/Unblock URLs in Control List.
Filtering of proxy encapsulated Internet traffic.
ContentKeeper Backups.
Management Port Proxy Settings.

O O0OO0OO0Oo
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Significant Changes
This section of the release notes contains a list of the significant changes
made in this release of ContentKeeper.
Custom/Local Categories

The Custom/Local Categories facility introduces a new local URL Database of
custom defined categories on the ContentKeeper Appliance.

Refer to page 6 for more information on the Custom/Local Categories facility.

Protocols

The Protocols policy blocking rule has been completely re-designed and now
includes a facility for creating custom protocol definitions.

Refer to page 9 for more information on the Protocols policy blocking rule.

Custom Policies

The total number of possible custom policies has been increased from 100 to
200.

Refer to page 19 for more information on the custom policies.

Workstation Authentication

Workstation Authentication is a new username resolution method that uses
the HTTP Basic Authentication Scheme.

Refer to page 20 for more information on Workstation Authentication.
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Filtering Control and Policies Blocking Rules

This section of the release notes contains a technical overview of new
features and enhancements to ContentKeeper that affect filtering control and
Policies Blocking Rules.

Custom/Local Categories

The new Custom/Local Categories facility significantly enhances the way
ContentKeeper references URL classifications. Prior to the introduction of the
Custom/Local Categories facility, a ContentKeeper Appliance would download
a copy of the Global URL Database from the ContentKeeper Datacenter and
store it locally.

The Custom/Local Categories facility introduces a new local URL Database
on the ContentKeeper Appliance that is maintained separately from the Global
URL Database. The new URL Database consists of 32 predefined Local
categories that match the 32 categories in the Global URL Database, as well
as the capacity to add up to 95 Custom categories.

Custom/Local Categories provides organisations with greater control over
URL filtering and classification by allowing the creation of custom categories
that contain URLs of a specific content type or related to a specific purpose.

Example 1.1 Custom Categories

If an organisation generally blocks the Advertising category but wishes
to allow access to a specific set of sites it has contracted the services of;
those sites can be added to a new custom category after which access
may be granted to users on a per policy basis.

The Custom/Local Categories facility may be accessed by selecting
Custom/Local Categories from the Operational Settings menu in the Web
Interface.

Local categories and Custom categories are listed under separate tables in

the Custom Categories menu. Within these tables is the index of each
category, its description and the number of URLSs that it contains.

Created on 14/12/2005 05:18 PM 6
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Pre-Defined Local Categories
C;:ii';ry Category Description (;J::;[l‘ ¢ C;t:lil:y Category Description éJ;Rui ¢
1 Adult Contant 0 17 warw-Ermail Sites 0 |
2 Mews 1] 18 Yinlence/lndesirahle 1] |
3 Joh Search 0 14 Malicious 0 |
Ll Garnbling I 20 Search Sites 0 |
5 Trawel/Tourism 1] 21 Health Sites 1] |
6 Shopping 0 22 Clubs and Societies 0 |
7 | Enterainment | 0 | 23 I Music Downloads | 0 |
i | Chatrooms | 0 | 24 I Business Oriented | 0 |
E] | Diating Sites | 0 | 25 I Gowvemment Blocking List | 0 |
10 | Game Sites [[ o | 26 | Educational [ o |
11 | Ivestment Sites | 0 | 27 I Advertising | 0 |
12 | E-Banking [[ o | 2 | Drugs/Alcohol [ o |
13 | Crime/Terrarism | 0 | 29 I Computing/IT | 0 |
14 || PersonalBeliefs/Cutts | 0| 30 || swimsuitLingerigpodels | 0|
15 | Politics [[ o | S| Spam [ o |
16| Sports o | | Fesenved o |

Unlike the Local categories table which contains all 32 predefined Local
categories, the Custom categories table contains only the categories that
have been defined by the administrator. The Custom categories table grows
with each new category that is defined.

Custom Defined Local Categories (101,102,103...196)

Category . TURL | Delete
Index Category Description Count Category

101 | Project-1 I s |

While the Global URL Database still functions as the primary Database of
categorised URLs, any URLs added by the administrator are added directly to
the Local or the Custom categories respectively before being submitted to the
ContentKeeper Datacenter via the Closed Loop Collaborative Filtering™
system.

Also, any URLs reclassified by the administrator are moved from the Global
Database to the Local or the Custom categories respectively before being
submitted to the ContentKeeper Datacenter via the Closed Loop Collaborative
Filtering™ system.

URLs categorised under the Local or the Custom categories take priority over
those classified under the Global categories, and URLs categorised under
Local categories take priority over those categorised under Custom
categories.

Created on 14/12/2005 05:18 PM 7
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Within the Custom categories, URL categories 101 to 132 take priority over
categories 133 to 164, which in turn take priority over categories 165 to 196.

The following diagram illustrates the order of priority of the Local, Custom and

Global categories.

/ Priority Order of Categories

o

Local
Categories —_————
' il
I
: Custom
Categories | ~— T4
| I -101-132 | | -
w_ _ ) |v13-164-] |
165 — 195 « | | Global
| Categories
o
e — =

~

%

The Custom Categories menu contains a facility for reporting on Local and
Custom categories. This facility allows an administrator to view the contents of
a category as well as monitor which users have added URLs to the category
and how the URLs were added.

# URL Date Last Modified By Username MMethod

1 [wwrw. matchmalker.com  [20-Oct-2005,10:26 a.m. |admmn Eeclassification

2 [wwrw . meetnewpeople.net|20-Oct-2005,10:25 a.m. |admn Tfanual Addiddlodiby
3wwwomydatingsite com  [20-Oct-2005,10:25 a.m. |admun Tfanual Addidodity

Created on 14/12/2005 05:18 PM
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Additionally, the Custom Categories menu contains a facility for searching the
Local URL Database. The facility allows administrators to specify a URL
pattern to search for along with such parameters as modifying user,
modification time frame and modification method.

Search for a URL in
Local/Custom URL Database

Enter a Search strmg either as a fll URL name, or partial URL name.

(eg) google or www.google.com (Enter nothing to ignore)
Imntentkeeper

and
Enter a User who made modificabions (Select blank to ignore)
admin *

and
Select Mo difications/Changes made during last (Select blank to ignore)
I 1 Hour 'I

and
Select one of the following methods (Select blark to 1gnore)

tanual Add/Madify ¥

Select Find URLs or Click Close Window to abort.
Find URLs

Please Wait... Searching for URLs matching the above search cntenia... Deonel

1 URLs matched the above Search Cntenal

#|Database |Index|Category Description URL Date Last Modified By Username Method
1 101 |Project-1 AR Lcom 20-Oct-2005,10:31 am. admin Mamal Addodify

The Protocols policy blocking rule allows administrators to report on and block
the usage of a wide range of Internet protocols. In this version of
ContentKeeper the Protocols policy blocking rule has been given a new
interface. Support for a wider range of protocols has also been included along
with a facility for defining custom protocols.

The enhanced Protocols policy blocking rule provides administrators with
greater control over the use of Internet protocols within their organisation.

In the new Protocols policy blocking rule interface both predefined and user
defined protocols are listed by type in individual tables. These tables include
identification codes, protocol descriptions and help text for each protocol.

Instant Messaging

#  Code | ProtocolDescripion | Report  Block | Help
1 AT A OL Instant Messaging (AT r r ?
2 GOOGLETALE Google Talk - r ?
s JABBER Tabber clients ke Exodus r r ?
4 MSNCHAT Microsofts MM messenger r r 7

Created on 14/12/2005 05:18 PM 9
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The list of predefined protocols has been increased to include the 8 protocol
types listed below, with a total of 23 predefined protocol types:

Instant Messaging
Network OS

Peer to Peer / File Sharing
Proxy

Web

Mail and Cooperation
Audio and Video Streams

and

User Defined Protocols

Administrators may further enhance the list of protocols supported by
ContentKeeper through the new User Defined Protocols facility. The facility
allows administrators to specify TCP and UDP ports to define custom
protocols.

User Defined Protocols
Select Protocol Code Name | j

Enter Protocol Code Name I—
(Teladrnumm 14 Characters) PZPCOMMUNIT
Protocol Description

(Ilacamum 60 Characters)

TCP Port Numhbers
(Port numbers semi-colon separated)

TUDF Port Numbers

(Port numbers semi-colon separated)
Detail Description (1024 Characters)

pZpCormunity is an Internet peer to peer file ;I
sharing protocol.

IPeertD peetr file sharing

3355

3355

[

Created on 14/12/2005 05:18 PM 10
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The addition of time of day (TOD) settings to the Protocols policy blocking rule
further increases the flexibility of filtering control offered by ContentKeeper.
TOD settings let administrators allow or block protocol traffic between specific
hours of the day.

Time of Day Settings

MMorning Afternoon

Midnight to | 1 AM|Alow *|| | Noen to | 1PM|Block =]
1AM to | 2AM|Alow »| | 1PM to | 2PM|Block =
2AM to | ZAMAlow ~|| | 2PM to | 3PM|Block x|
3AM to | 4 AMalow >l | 3PM to | 4PM|Block ¥
44M to | SAM|AIw =] | 4PM to | 5PM|Block =
SAM to | 6 AM|Alow =|| | SPM to | &PM|Block x|
64M to | 7AM|Block =|| | 6P.M to | 7PM|Block x|
7AM to | BAM|Block »| | 7PM to | 8P M|Alow |
BAM to | 9AM|Block *|| | BPM to | P M| Alow x|
9AM to (10 AM|Block =|| | 9P M to | 10 P M| Allow = |
104AM to |11 AM|Block =|| 10P.M to | 11 P2 Allow |
1AM to | Noon|Block =|| 11P.M to Midnight| Allow |

Authenticate State Settings

The Authenticate State Settings menu allows administrators to configure how
users are authenticated when challenged by a ContentKeeper Authenticate
blockpage. This menu replaces the Site/Domain Authentication menu under
Authentication in the Web Interface,

The Authenticate State Settings menu introduces two new methods of
authenticating users, increasing the flexibility of filtering control provided by
ContentKeeper.

Authenticate Method E Site-Dormain Authentication (Via Cookies) -]

Site-Domain Authentication Mia Cookies)
Source [F-Address Authentication

Fesolved Usermame Authentication

These new methods allow administrators to change the way that Authenticate
blockpages function, choosing between different methods of identifying
authenticated users to suit the needs and network architecture of the
organisation.

The new Source IP Address Authentication method identifies authenticated
users on a per IP address basis. Once a request from a unique IP address is

Created on 14/12/2005 05:18 PM 11
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authenticated, any further requests that are made from the IP address which
would normally result in an Authenticate blockpage will not be blocked.

The new Resolved Username Authentication method identifies users on a per
username basis. Once a user authenticates to an Authenticate blockpage, any
further requests that are made by that user which would normally result in an
Authenticate blockpage will not be blocked.

The Site-Domain Authentication method identifies authenticated users on a
per site basis. Once a user authenticates to access a particular site, any
further requests that are made by that user to that site which would normally
result in an Authenticate blockpage will not be blocked.

PSU Policy Summary

The PSU Policy Summary facility displays a summary of the Personal Surfing
Unit (PSU) configuration settings for each of ContentKeepers filtering policies.

The PSU Policy Summary menu may now be accessed directly from the main
menu of the ContentKeeper Web Interface instead of as a sub-menu to the
Create & Edit Policies menu. This allows administrators to quickly review
overall PSU settings and jump directly to individual users’ PSU consumption
and policy settings menus without having to navigate through other menus.

Current Status Administration Miscellaneous
Status Information Restart Contentkeeper Administration Accounts Registration Details
Current Internet Activity Reboot Contentkeeper Appliance Yiew Ternporarily Bypassed URLs  Set/Adjust Date and Time

Current Blocking Activity Shutdown Contentkeeper Appliance Block/Unblock URLs in Control List ContentKeeper Agent

Current Username Activity  Contentkeeper Anti-Spam Cantentkeeper Backups Appliance Configuration Settings
Wiew/Download Report Logs  Contentkesper Anti-Yirus Audit Trail Log Offloader
Dynamic Activity Yiewer Downloadable Maodules Category Aliases

General Settings Operational Settings Authentication
Create & Edit Palicies General Parameters Management Port Proxy Settings Adthenticate State Settings
Display Policies Excluded/Included IP Addresses High Asailability Module (H.A M) Departmental Report Setup
“erify Policy Blockpage Customisation URL Reclassification Settings LOCAL Groups
Silent Mode Savings Report Usernarme Resolution Bridge Device Settings LDAF eDirectary/AD Canfiguration
Wyehalizer Reports Live Filtering Settings Master/Slave Administration < FSU Policy Sumrmary >
Advanced Reporting Module  Syslog Configuration Custom/Local Categaries T

Created on 14/12/2005 05:18 PM 12
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View Temporarily Bypassed URLsS

The View Temporarily Bypassed URLs menu allows you to view URLs for
which filtering has been temporarily bypassed on your local ContentKeeper
Appliance. This menu replaces the View/Edit Reclassified URLs menu under
Administration in the Web Interface.

View Temporarily Bypassed URLs

This page iz for TELs that have been Temporanly BEypassed {1 Hour to 12 Weels).
Tou can Temporanly Bypass UELs by clicking the Submit URL button on
the ContentK eeper Block/Coaching page
ERefer to UEL Eeclassification Settings to alter this behaviour.

Wiew Temporarily Bypassed URLs |

Category Description is : Temporarily Bypassed URLs
Category Index: 38

URLs that may be viewed in this menu include those submitted by users for
temporary reclassification. Refer to the URL Reclassification Settings menu
under Operational Settings in the Web Interface for more information on how
to enable temporary reclassification.

Temporarily Bypassed URLS
#(URL Category User Expiry Date Remove
1 fwrwrw.hefl com. au Health Sites matt 15-0Oct-2005,15.34 I
2 | W, ap B org, au Clubs and Societies  |matt 25-Cct-2005,10:06 BNyt I
Update and Redisplay | Back |
Check All Expired Check All Allowed | Check All | UnCheck All

The View Temporarily Bypassed URLs menu contains a list of all temporarily
bypassed URLSs, both current and expired, along with an option that allows
each temporarily bypassed URL to be removed, i.e. revoked.

Reviewing the list of temporarily bypassed URLs allows administrators to
determine if ContentKeepers URL Reclassification Settings have been
properly configured and to immediately revoke any improperly bypassed
URLs.

Created on 14/12/2005 05:18 PM 13
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Time of Day Saved Configurations

Time of Day settings are applied to ContentKeepers policy blocking rules
under the Create & Edit Policies menu, and allow administrators to specify
when a particular policy blocking rule is in effect.

The new Time of Day Saved Configurations facility at the bottom of the Time
of Day settings screen gives administrators the ability to save and restore
Time of Day settings to the Categories, File Types and Custom URLsS menus.

This facility reduces the administrative overhead associated with

ContentKeeper by allowing you to configure and save Time of Day settings in
one policy and then restore them to any number of other policies.

Time of Day Saved Configurations

Configuration Description I
Sawve Configuration and Redisplay I

Select/Apply Configuration I

Ledled

Delete Selected Conﬁgurationl

URL Reclassification Settings

ContentKeeper features a number of URL Reclassification facilities through
which administrators and users are able to reclassify incorrectly classified
URLs and classify new or non-managed URLS.

Details of each of the URL Reclassification facilities along with their
configuration settings may be found in the URL Reclassification Settings
menu.

The URL Reclassification Settings menu has been updated in this version of
ContentKeeper to correspond with the new View Temporarily Bypassed URLs
facility.

Note: Refer to the table of contents for more information on the new View
Temporarily Bypassed URLSs facility.

Enable TTEL Eeclassification using all the abowve 4 Wethods. |Yes j (Tnmediate on Local Server Only)

Pazsword protect the above privileges. Click "Reclassification Users' I__,
button to add Users who have Eeclassfication Priviliges. ves (Local Server Only)

Prowide Options to Temporardly Bypass TELs through Wethod (13 | 1 Day j (Local Server COnly)

Eeclassification Server | Local Server |

Created on 14/12/2005 05:18 PM 14
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Custom URLSs

The Custom URLSs policy blocking rule allows administrators to configure
filtering rules for specific URLs. Settings in the Custom URLSs policy blocking
rule override those in the Categories policy blocking rule, allowing
administrators to configure filtering rules that target specific sites within a
category.

Custom URLs has been enhanced to support port numbers. This means that

an administrator may specify a port number as part of a URL pattern, allowing
the creation of specific filtering rules that target web sites which are accessed
over a non-standard HTTP port.

Index URL State Settings

|www.mysite.c0m:???f |Coach j Settings |
| IAIIDW j Settings |
| IAIIDW j Settings |
| |AIIDW j Zettings |
|
|

|AIIDW j Zettings |
|AIIDW j Settings |

L= T R X

Custom URL Extensions

Custom URL Extensions enhance the functionality of the Custom URLSs policy
blocking rule by providing administrators with a convenient mechanism for
creating and bulk importing URL clean lists into named URL groups, also
known as Custom URL Groups.

The Custom URL Extensions facility is intended to be used primarily with
HTTP Request Methods blocking facility to combat spyware and malware
activity through the network gateway, refer to Example 1.3 SSL Clean Lists on
page 18.

To access the new Custom URL Extensions facility, first view the Global
Policy by browsing to the Create & Edit Policies menu and selecting Global
from the Select Policy drop-down. Now browse to the Custom URLS policy
blocking rule and click the Custom URL Extensions button. The Custom URL
Extensions screen will pop up.

Cat # Group Name Group Description # URLs State Edit | Import | Export | Report | Delete
51 IeEankmg IAuthrised electronic banki 3 I Ignore j Edit Import || Export || Report || Delete

52' | Ollgnnre =l Edit Import || Export || Feport || Delete

Created on 14/12/2005 05:18 PM 15
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Custom URL Groups may either be created manually or bulk imported from
CSV file.

Custom URL Groups are created manually by entering a name and a
description into the Custom URL Extensions menu. URLs are then added to
the new group manually with use of the Edit button, or imported with use of
the Import button.

Edit URLs
Extension Mame: eBanking
Description: Authorised electronic banking sites
TTELz will be set to: fgnare

*,comrbank. cow. au®
*.national.com.aun®
¥.stgeorge. com. au®

Current mumber of TRLS: 3

Custom URL Groups are bulk imported from CSV file by clicking the Bulk
Import button and following the prompts to upload the predefined Custom URL
Groups.

Note: Instructions for creating a Custom URL Groups CSV file are included on
the Bulk Import screen.

Bulk Import URLs
Warning! Bulk Importing URLs will replace all exisiting URLs.
CEV file must be a comtna delimited file with at least 2 colummns.
Column 1 must be the Custom URL, the TUEL format is described in the Iain Custom TTEL Iemu.
Column 2 must be the Custom UTRL Extension Name, up to 16 Characters
Column 3 is the Custom URL Extension Description which is Opticnal, up to 64 characters.
Column 4 is the Custom URL State, either Ignore, Allow, Block, Coach, or Authenticate.
Column 3 and 4 will default to Custem TTRL Extension MName and Custem UEL State Ignore if either columns are undefined.
CEV filenatne must be of the form: (eg) filenarne csv or filename. cav. gz, (stc).

Browse for your O3SV URL Iinport file and then select Upload
to hawve it first uploaded to your ContentF eeper Appliance.

|D:\temp\eBanking.csv.gz iBrowse... |

Upload C3Y File Custom URL Home

Created on 14/12/2005 05:18 PM 16
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File Types

The File Types policy blocking rule allows administrators to configure filtering
rules that target HTTP downloading of specific types of files. File Types has
been enhanced and is now grouped into sections based upon the type of file
and pre-configured with a greater number of file extensions.

A greater number of pre-configured file extensions can reduce the amount of
time administrators spend configuring the File Types menu. Grouping the File
Types menu into sections based upon the type of file the extensions belongs
to simplifies the process of configuring filtering rules for any particular type of
file content.

There are 15 different sections, each listed below, with a total of 102 pre-
configured file extensions.

Audio

Video

Interactivity
Executable
Programming Languages / Scripts
Graphics

Potentially Malicious
Productivity
Archives

Installer

Libraries
Intermediate
Cursor / Icon

Test Files

and
e Other File Types

The Other File Types section contains provision for administrators to enter
additional file extensions.

Other Rules

The Other Policy Rules menu contains miscellaneous policy blocking rules
that may be applied by an administrator when configuring ContentKeeper
policies. This menu has been enhanced to include options for blocking HTTP
Request Methods.

Created on 14/12/2005 05:18 PM 17
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These new options increase ContentKeepers functionality by allowing
administrators to manage HTTP GET, POST and CONNECT methods on
non-standard ports.

HTTP Request Methods
Block all HTTP GET Requests [ Allow =]
Block all HTTP POST Requests | Mo |
Block all HTTP CONINECT :
Block
Coach
Block Discard

The new options apply to all Internet traffic flowing through the ContentKeeper
Bridge, not just the traffic on the ports specified under Port Numbers for
Filtering in the General Parameters menu.

These options may be used in conjunction with the Custom URLs policy
blocking rule to only allow users access to HTTP Web Servers that operate on
port 80.

Example 1.2 Only allow access to Web Servers over port 80

Restricting of Internet access to port 80 may be achieved for any policy
by setting the Block all HTTP GET Requests and Block all HTTP POST
Requests options to Yes, and then configuring a Custom URL of *:80
and setting it to Allow.

Another possible use of the new options, again in conjunction with the Custom
URLSs policy blocking rule, is to create an SSL clean list, only allowing users to
make SSL connections to the specified web sites.

Example 1.3 SSL Clean Lists

An SSL clean list may be created for any policy by setting the Block all
HTTP CONNECT Requests option to Yes and then configuring the sites
that you wish to allow users to access under Custom URL Extensions,
e.g. www.anz.com:443/*

Created on 14/12/2005 05:18 PM 18
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Custom Policies

Custom policies allow administrators to tailor filtering rules to specific users or
groups of users. The total number of possible custom policies has been
increased from 100 to 200.

Support for an increased number of custom policies allows large organisations
and organisations with a diverse or complex internal structure to better meet
their filtering needs.

To create a new policy click on the "Clone" button (MWasamum 200 Policies).

Policy Description | Defaultand Catch all Paliey
Select Policy ldefault iv| Clane | Fepart |
Enable Folicy ~ Dalate | arify |
Policy Expiry INever = |15 | IDec | I2EIEI5 =l

Created on 14/12/2005 05:18 PM 19
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Domain Integration

This section of the release notes contains a technical overview of new
features and enhancements to ContentKeeper that affect network and domain
integration facilities.

Workstation Authentication

Workstation Authentication is a new username resolution method that uses
the HTTP Basic Authentication Scheme to resolve usernames from individual
workstation |IP addresses.

Workstation Authentication is best suited to organisations that need to ensure
accurate username resolution but do not have a suitable method, such as
organisations without an authenticating proxy server or a directory service.

This new username resolution method is easily deployed as it requires no
installation of additional software or reconfiguration of user workstations.
Workstation Authentication can be configured to authenticate users against
either a local database on the ContentKeeper Appliance or against an existing
directory service.

To use Workstation Authentication, ContentKeeper username resolution must
be configured to operate in IP Address mode. This can be achieved by
selecting the IP Address radio button from the top of the Username Resolution
menu. The Workstation Authentication option is then available as option (38)
in the Method for Username Resolution drop-down, or as a secondary option
to eDirectory under option (25).

Usernames from IP Addresses
Mdethod for Username Resolunon" (38) Wworkstation Authentication j

Wiew Current Resobked IP Addresses

The Workstation Authentication configuration settings may be accessed by
clicking the Workstation Authentication Settings button in the Advanced
Username Resolution menu; this will open the Workstation Authentication
Settings menu in a new window.

Note: If the Workstation Authentication Settings button is greyed out, select
Workstation Authentication from the Method for Username Resolution drop-
down to make it accessible.

Use the Workstation Authentication Settings menu to configure settings for
what users will be authenticated against and for how long, as well as to gain
access to additional features such as Idle Time, which allows an administrator
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to specify how long an IP address should be considered idle before
ContentKeeper forces it re-authenticate.

Workstation Authentication

Settings
Authenticate Against |Local Users =l
Authentication Pertod |4 Hours =l
Ille Time |5 Minute s =l
Logm Pop-Up Message ICDntentKeeper IF Authentication

TTnauthenticated Teemame |Unauthenticated

The message displayed to users on the authentication pop-up may also be
customised through the Workstation Authentication Settings menu, along with
the username assigned to requests from users who have not yet
authenticated.

eDirectory Username Resolution

The eDirectory username resolution facility, which provides a mechanism for
resolving usernames from Novell eDirectory, has been enhanced so that it will
now query all specified eDirectory servers instead of just the first one it can
bind to when attempting to resolve a username.

This enhancement improves the success rate of eDirectory username
resolution in Novell environments where user authentication is distributed
across multiple eDirectory servers.

LDAP/eDirectory User and Groups Setup

LDAP/eDirectory User and Groups Setup provides administrators with a
method of integrating ContentKeeper with many popular directory services,
including Microsoft Active Directory, Novell eDirectory and OpenLDAP. The
facility has been enhanced in this release of ContentKeeper through the
addition of an Advanced Active Directory Enumeration option.

The new Advanced Active Directory Enumeration option improves support for
Active Directory trees using nested groups by allowing ContentKeeper to
recursively enumerate group membership.

Advanced Active Directory Enumeration may be enabled by browsing to the
LDAP/AD/eDirectory Enumeration menu in the Web Interface, selecting LDAP
User/Group Enumeration and then selecting the check-box at the bottom of
the main table.

Created on 14/12/2005 05:18 PM 21



Monitor Manage Control Secure
KEEPE

CONTENTKEEPER TECHNOLOGIES

LDAP/eDirectory Users and Groups Setup

Server IP Address(es)

(Use semi-colon';' as separator) |1D.1D.1D.55

Port Numbh

Doe T as S::;itor) [3268 (Defautt is 389, For AD-GC:3268, For eD-SSL:636)
Z]{:LgfadmnFCompany) Icn=administrator,cn=users,dc=contentkeeper,dc=com

Bind Password |MM“* Anonymous Bind [ 881 Bind [ (eDitectory Only)
List of Search DN(s)

cn=staff,cn=users, do=contentkeeper, do=com
(e.g cn=staff en=users de=company dc=com

I =users dc: pany de=comn)
Please enter one Search DN per line.

Ml axivoam itpat length is 10,240 characters.

M axitmam length of each Search DN is 128 characters
Mazimum rumber of Bearch DM s is 250

cn=mahnagers, ch=users, doe=contentkeeper, de=com

Total Input Length: 74 Characters

Humber of Search DNs: 2

Filter

(e.g (ohjectCategory=person) ot (ohjectClass=person))
Enter one Group Type Attrihuie

I(DbjedCategDry=persnn)

(e.g memberOf or groupMembhership) ImemberOf

Enter one User Type Attrihuie

(e.gen or wid or sAMAccouniName, sto) |SAMAccountName

Group Mame Format |Gr0up MName Only j

Automatic Enumeration Haurly ¥ | (Takes effect once ContentKeeper Restatts)

Remember to always click Save and Redisplay after making any menu changes!
¥ Enable Advanced Active Directory Enumeration
(Becursive Groups)

Staff Notification

Local, federal or state legislation governing Internet access and censorship
are becoming more and more common place. In some cases these laws
require that staff/employees be notified that their Internet activity is being
monitored and/or recorded. The new Staff Notification facility provides
administrators with a method of delivering such a notification.

This facility allows administrators to choose how often users are notified and
customise the look and feel of the notification.

The new Staff Notification facility is based on a customisable ContentKeeper
Coach blockpage and as such may be accessed from the Blockpage
Customisation menu in the Web Interface.

Tou can configure a Coach Page that can appear once a day warning [Tzers
they are being Filtered by ContentE eeper.

Staff Motification |

Configuration is as simple as enabling the facility and choosing a display
frequency of between one hour and one week from the drop-down menu.
Customisation of the HTML coach page may also be done at this point.
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Staff Notification Coach Page
Staff Notification Options
Enable Yes e

Display Every I 1 Day vl

Staff Motification Coach Page

<html:

<headsr<title>ContentEeeper</title></heads>

<body bgoolor='White'! text='Elack'>
<centerr<brr<hls>ContentKeeper<br>3taff Notification</hlx

This is & reminder that you are heing filtered by ContentKEeeper!
<brr<br>In accordance with our Internet Usage Policy, and complying wifq |
<br>legislation, all Internet activity may be monitored.
<br>Inappropriate or non-husiness related sites way be blocked.
<br>Y¥Your Internet activity may be recorded and clicking on the link be
“brracknowledges that you are aware of your responsibilities in accord
“hbrr<brr<table border='1':>

“tr>

[« Il [ [»]

Size of Coach Page : 853 Bytes
Note: Four Vanables can be substituted: {UrlRaw}, (Url), {Username}, and {Time].

I

Kl

Sawve and Redisplay | Factory Default |

Select  Clear Cache |to force the Staff Wotification Coach Page
to re-appear tnmediately for all Users. This also happens when ContentE eeper Festarts.

Select  TestPage |to Display the Staff Notification Coach Page in a new window.

Close Window |

Once enabled, the new Staff Notification Coach Page may easily be tested by
clicking the Test Page button at the bottom of the screen.

ContentKeeper
Staff Notification

This is a reminder that you are being filtered by ContentFE eeper!

In accordance with our Internet Usage Policy, and complying with the appropriate
legislation, all Internet activity may be monitored.
Tnappropriate or non-business related sites may be blocked.
Tour Internet activity may be recorded and clicking on the link below or refreshing this page

acknowledges that you are aware of your responsibilities i accordance with our Internet Tsage Poliey.

|URL |ht_tg:fhvmv.gung!e.cnm.auf
Time  [Thu Oct 13 18:31:00 2005

|Usemame |matthew
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Master/Slave Administration

ContentKeepers Master/Slave Administration facility allows administrators to
synchronise configuration settings on multiple ContentKeeper Appliances. The
facility has now been enhanced by including the option to synchronise the
Custom/Local URL Database, adding support for the new Custom/Local
Categories facility.

Note: Refer to the table of contents for more information on the new
Custom/Local Categories facility.

The option to synchronise the Custom/Local URL Database simplifies
management of multiple ContentKeeper Appliances and reduces
administrative overhead.

The new option is located under Synchronisation Options in the Master/Slave
Administration menu on ContentKeeper Appliances configured as a master.

Master/Slave Administration

(These options are synchromzed when the Syne button 15 clicked.
The Zlave Appliance will Eestart once for each synchronization action)

[~ All Policies [ Local Groups

v Custom/Local URL Database ™ Block Page Customization
[ Exclude/Include IP Addresses [~ Date/Time Synchronization
[~ Windows Agent [~ LDAP/eDirectory Groups

Additionally, when ever the Master/Slave Administration facility is enabled, a
message will appear at the top of the Web Interface main menu warning of the
fact that SSH has been enabled on the ContentKeeper Appliance.

Mote: ==H is Currently Ena

Created on 14/12/2005 05:18 PM 24



g Monitor Manage Control Secure
KEEPE

CONTENTKEEPER TECHNOLOGIES

Logging and Reporting

This section of the release notes contains a technical overview of new
features and enhancements to ContentKeeper that affect its logging and
reporting facilities.

Syslog Configuration

The Syslog Configuration facility allows Internet Activity Logs and Audit Logs
to be streamed to a remote syslog host in real-time. A new option included
with the Syslog Configuration facility allows the MAC address of each source
IP address to be included with the syslog output.

Mac addresses are appended to IP address in the Internet Activity Logs

providing administrators with more accurate identification of the source of web
requests.

Do you want to append the MAC Address to the IP Address? (e IP/I4ac)

YYag iw
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Setup and Customisation

This section of the release notes contains a technical overview of new
features and enhancements to ContentKeeper that affect its setup and
customisation facilities.

Web Interface Header

The ContentKeeper Web Interface header provides a quick reference to
information about a ContentKeeper Appliance including such items as the
software version and the management port IP address.

The addition of the License Type, License Left and Users Licensed fields to
the Web Interface header allows administrators to quickly and easily
determine their license type and how much time remains before it expires as
well as how many users their ContentKeeper Appliance is licensed for.

123.10 Build Date: 06-Dec-2005 H ontentkeeper |P-Addr 92.9.200.81
ontentkeeper Technologi ? in 1D: 6102- | e: admin

15e Type: Full License Licen 65 Dayis) Llsers

The Web Interface header may be found at the top of most ContentKeeper
Web Interface menus.

Time Zone

The new Time Zone facility allows administrators to configure the time zone of
a ContentKeeper Appliance from within the Web Interface.

This facility simplifies the task of configuring a time zone by replacing
command line tools with an easy to use drop-down menu.

The Time Zone facility is accessible through the Set/Adjust Date and Time
menu. To set the time zone, simply select an option from the drop-down menu
and then click the Change Time Zone Only button.

Time Zone.
| Australia/Sydney j

Change Time Zone Only |

Created on 14/12/2005 05:18 PM 26



‘ __ Monitor Manage Control Secure
NTKEEPE

CONTENTKEEPER TECHNOLOGIES

Excluded/Included IP Addresses

The Excluded/Included IP Addresses facility allows an individual IP address or
ranges of addresses to be explicitly excluded from or included in filtering. A
Comment/Description field has been added to this facility.

The new Comment/Description field allows administrators to quickly identify
an individual IP address or ranges of addresses without having to refer to lists
or tables or physically locate the system to which they belong.

IP Address IP Range Mask Mode Comment/Description
192.168.0.104 |255.255.256.255 || Excluded ||| Anti Wirus Update Server
[10.10.10.0 |es5.255.256.128 || Excluded [¥||| Development Metwork
| |es5.255.255.255 | =il

| [255 255 255255 | =
[

| |es5.285.286.288 | |

The Excluded/Included IP Addresses menu is accessible under General
Settings in the ContentKeeper Web Interface main menu.

Miscellaneous Parameters

ContentKeepers Miscellaneous Parameters allow administrators to configure
the settings for various ContentKeeper blocking functions, such as how it
filters image components and which HTTP error code is given with a
blockpage.

Two new options have been added to Miscellaneous Parameters. The first
option allows administrators to configure the Coach blockpage frequency; this
allows the behaviour of Coach blockpages to be tailored to the needs of
individual organisations. The second option allows administrators to configure
Blockpage Customisation settings separately for Coaching of SSL sites,
avoiding complications that may arise from sites with strict access restrictions.

Miscellaneous Parameters may be access by browsing to the General
Parameters menu and clicking on the Miscellaneous Parameters button.
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The Coach Blockpage Frequency for all Sites option allows an administrator
to choose a browse window setting of between 5 and 300 seconds.

Miscellaneous Parameters

Eeplace Google Thumb Irnages |Yes j
Eeplace Image Components |Yes j
HTTE Header Error Code for Block Pages | 403 Farbidden x|
Elock JavaScript URLs with HTML or JavaScript | JawaScript j
Coach Block Page Frequency for all Sites G0 Seconds
g b Seconds

Coach Block Page for 331 Sites 15 Seconds

30 Seconds

60 Seconds

120 Seconds

180 Seconds

240 Seconds

300 Seconds

Some SSL sites (e.g. Internet Banking Sites) have access restrictions based
on the referrer site, using a Redirect Custom Blockpage may make it
impossible to access these SSL sites. The Coach Block Page for SSL Sites
option allows an administrator alter the blockpage customisation method
specifically for SSL sites to combat this.

Miscellaneous Parameters

Eeplace Google Thumb Images |Yes j
Eeplace Image Components |Yes j
HTTF Header Error Code for Block Pages | 403 Forbidden x|
Block JavaScript URLs with HTML or JavaScript | JawaScript j
Coach Block Page Frequency for all Sites | G0 Seconds j
Coach Block Page for SSL Sites Rediect ]

Sirmple
Default

Created on 14/12/2005 05:18 PM 28



	Version Index
	ContentKeeper Version 123.10

	Significant Changes
	Filtering Control and Policies Blocking Rules
	Custom/Local Categories
	Protocols
	Authenticate State Settings
	PSU Policy Summary
	View Temporarily Bypassed URLs
	Time of Day Saved Configurations
	URL Reclassification Settings
	Custom URLs
	Custom URL Extensions
	File Types
	Other Rules
	Custom Policies

	Domain Integration
	Workstation Authentication
	eDirectory Username Resolution
	LDAP/eDirectory User and Groups Setup
	Staff Notification
	Master/Slave Administration

	Logging and Reporting
	Syslog Configuration

	Setup and Customisation
	Web Interface Header
	Time Zone
	Excluded/Included IP Addresses
	Miscellaneous Parameters


